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Abstract—Industrial control systems are heavily dependant on
security and monitoring protocols. For this purpose, monitoring
tools take screenshots of control panels for later analysis.
Classifying these screenshots into specific groups can be a
time-consuming process, but it is crucial for the security tasks
performed by manual operators. To solve this problem, we
propose a pipeline based on deep learning to classify snap-
shots of industrial control panels into three categories: Internet
Technologies (IT), Operation Technologies (OT), and others. We
compare the results obtained with transfer learning and fine-
tuning on nine convolutional neuronal networks pre-trained with
the ImageNet dataset, testing them on a custom CRitical INFras-
tructure dataset (CRINF-300). Inception-ResNet-V2 obtains the
best learning result with an F1-score of 98.32% on CRINF-300,
while MobileNet-V1 obtained the best performance-speed trade-
off.

Index Terms—Deep Learning, Image Classification; Transfer
Learning; Industrial Control System; Fine-tuning

Type of contribution: Research already published – De-
tecting Vulnerabilities in Critical Infrastructures by Classify-
ing Exposed Industrial Control Systems Using Deep Learning.
Applied Sciences [1]

I. INTRODUCTION

Critical infrastructures, namely healthcare, transportation or
manufacturing, require constant monitoring in environments
such as Industrial Control Systems (ICSs). An error on these
infrastructures might cause serious consequences, such as
equipment failure or information leak [1].

Supervisory Control and Data Acquisition (SCADA) sys-
tems are used to control physical equipment and ICS in-
frastructures. SCADA systems are commonly referred to as
Operational Technology (OT) systems, which control and
monitor specific devices. Other industrial systems used to
control software, including management, and delivery of data,
are known as Information Technology (IT) systems [2].

Law Enforcement Agencies (LEAs) use specialized tools
known as Internet Metasearch Engines (IMEs) to monitor
these exposed assets. For those services that include a graph-
ical interface, IMEs take screenshots to log relevant informa-
tion graphically. The classification of these screenshots might
help to classify the devices, as well as discover vulnerabilities.

In our paper [1], we aimed to classify ICS screenshots
automatically into IT and OT categories using deep learning.
Our proposal might help monitor critical infrastructures in
both performance and computational cost.

II. STATE OF THE ART

Image classification is the task of assigning a label to
an image. In the last years, Convolutional Neural Networks
(CNNs) have been established amongst the best algorithms for
this task [3]. Several works have studied the use of transfer
learning applied to CNNs in different fields [4]. However,
these networks need to be trained on a large amount of data,
and data gathering and annotation can be a complex, time-
consuming process.

One of the most common problems in this task is the low
number of available images for a specific task. To address this,
transfer learning is a technique that allows taking a model
trained for a specific application and apply it to a closely
related task [5]. In cases where images for training a model are
scarce, or the classification tasks are challenging, manually-
crafted feature extraction can outperform the CNNs [6], [7].

III. METHODOLOGY AND EXPERIMENTAL SETTINGS

Our proposal for image classification is based on transfer
learning and fine-tuning, due to the limited amount of data.
Figure 1 depicts the proposed methodology.

For the transfer learning approach, we freeze the final layer
from each pre-trained network and obtain features to train
a logistic regression model and a Support Vector Machine
(SVM) with a linear kernel. We measured their performance
using 5-Fold cross-validation.

For the fine-tuning approach, we drop the last layer of each
model and replace it with an average 2D pooling of 7x7,
a Flatten layer, a Dense layer with 256 neurons and ReLU
activation, a 0.5 dropout and an output layer with softmax
activation. We used 70% of our images for training, 20%
for testing, and 10% for validation. Our training parameters
consisted of a batch size of 26 and a learning rate of 1e− 4
for 20 epochs. Finally, we applied data augmentation to our
images, increasing their original number up to 5 times.

For training and evaluation, we used 337 ICS snapshots
provided by the Spanish National Cybersecurity Institute
(INCIBE). We manually labeled them into two categories:
74 IT and 263 OT images, resulting in a dataset we named
Critical Infrastructure (CRINF-300).

We selected nine architectures commonly used in
image classification, pre-trained with the Imagenet dataset;
Inception-V3 [8], MobileNet-V1, MobileNet-V2 [9],
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Fig. 1. Proposed pipeline for classifying ICS snapshots into three categories –IT, OT and Others– using transfer learning and fine-tuning

ResNet50, ResNet152v2 [10], VGG16 [11], NasNetLarge
[12], Inception-ResNet-V2 [13], and Xception [14].

IV. EXPERIMENTAL RESULTS

The F1-Score-based results of our experiments are pre-
sented in Table I. Inception-ResNet-V2 obtained the best re-
sults with an F1-score of up to 98.32% using transfer learning
and logistic regression. In fine-tuning, the best architecture
was VGG16, with an F1-score of 93.73%.

We found that the fastest model was VGG16, with an
average of 0.03s to process each image in GPU with both
SVM and logistic regression, and 0.14s with fine-tuning.
CPU processing achieved the best speed of up to 0.14s with
transfer learning and 0.21s with fine-tuning. On the other
hand, MobileNet-V1 obtained the best performance-speed
balance with a CPU speed of 0.06s and a GPU speed of 0.04s.

Although our fine-tuning additions perform well on top of
ResNet50 and VGG16, they do not achieve good performance
on the rest of the architectures, obtaining lower results than
those of the transfer learning based models.

TABLE I
F1-SCORE RESULTS IN THE THREE PROPOSED STRATEGIES

Architecture Logistic Reg. SVM Fine-tuning

ResNet50 87.67 (±0.35) 87.67(±0.35) 92.16
VGG16 87.67(±0.35) 87.67(±0.35) 93.73

Xception 89.46(±0.67) 90.08(±1.51) 80.98
Inception-V3 97.02(±1.50) 97.20(±1.31) 82.01
Mobilenet-V1 97.58(±0.70) 97.56(±0.75) 86.51
Mobilenet-V2 97.55(±0.49) 97.92(±0.74) 48.78
NasNetLarge 96.44(±1.29) 96.78(±1.04) 81.20

Inception-ResNet-V2 98.32(±0.70) 98.13(±0.84) 76.22
ResNet152v2 97.41(±0.90) 97.59(±0.94) 71.22

V. CONCLUSIONS

This paper presented a pipeline for classifying ICS images
as belonging to IT, OT or Others systems, using transfer
learning and fine-tuning based approaches on CRINF-300,
a custom dataset. We used nine CNN architectures pre-
trained on the Imagenet dataset from two perspectives: transfer
learning, with a logistic regression classifier and an SVM
classifier, and fine-tuning. We chose these techniques due to
our short supply of images.

The best CNN architectures to solve the proposed problem
are Inception-ResNet-V2 and Mobilenet-V1. The first ob-
tained the best performance with an F1-score of up to 98.32%,
while the latter achieved the best performance speed trade-off,

with an F1-score of 97.58 and a speed of 0.06s on CPU. We
conclude that transfer learning with logistic regression is the
best approach, based on the performance of the networks.
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