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Abstract—Applying machine learning techniques to malware
detection is a common approach to try to overcome the lim-
itations of signature-based methods. However, it is difficult to
engineer a set of features that characterizes the samples properly,
especially when various file types may be a vector of infection. In
this work, we configure several feature sets for dynamic malware
detection extracted from API calls, network activity, signatures
from the Cuckoo sandbox report, and some interactions with the
file system and registry. We test combinations of these feature
sets to ascertain whether they are good enough to distinguish
between benign and malicious samples from a dataset containing
several file types, obtained from public sources. The datasets
present class imbalance to evaluate the model performance on
more realistic scenarios in which not many malware samples are
available.

Index Terms—Machine Learning, Malware detection, Feature
engineering

Contribution Type: Published Research

I. INTRODUCTION

In this paper we present a work previously published in the
Computers & Security journal in 2021 [1].

The threat presented by malware affects both, individual
users and organizations. Since signature based approaches
require the file to have been previously identified as malware
in order to protect the user, research efforts have been di-
rected towards achieving more intelligent detection, usually
by applying machine learning.

Most of the research is focused on the detection of malware
in executable files from either Windows [2] or Android [3].
However, according to a Verizon report, 45% of malware
distribution is carried out through Office documents, with
executables at 26% [4]. In addition, datasets with malicious
samples usually present class imbalance that may bias the
classifiers [5].

Therefore, in this work, we aim to provide an optimal
feature configuration for malware detection on different file
types (.pdf, .docx, .exe, .html, .xlsx), using machine learning
techniques in the presence of class imbalance. The optimal
configuration is obtained by analyzing statistically meaningful
differences among the results of the models that are con-
structed with different combinations of feature sets.

We employ dynamic analysis for the construction of the
feature sets. We extract different feature sets derived from
API calls, network traffic, and the signatures provided by
Cuckoo, combined with interaction with the file system and
registry, which are commonly used in the literature. We
decide to focus on dynamic analysis since, when successful,
it provides a more accurate, file-agnostic characterization of

sample behavior. This fact allows us to uniformly extract
features from several file formats so that a greater number
of related problems may be tackled. Otherwise, a different
set of static features should be engineered for each file type.

II. DATASETS

We have collected 19994 file samples, both benign and
malicious, from different public sources. A total of 9999
malicious samples were downloaded from VirusShare [6] and
9995 benign samples were obtained from Digital Corpora [7]
and files extracted from local computers. The distribution of
file types is described in Table I.

Table I
DISTRIBUTION OF FILE TYPES IN OUR FILE SET

Word Excel HTML PDF Executable
Benign 2999 1999 2000 2499 498

Malicious 2769 233 3492 1006 2499

The analysis of files is carried out using the Cuckoo
sandbox v2.0.7, using a Windows 7 VM for analysis. The
machine was made more vulnerable by disabling several
security options such as the firewall and user account control.
The JSON report is used to extract API and signatures features
and the pcap trace is used for the extraction of network
features.

The feature sets used are the following1:
• API. Frequencies of categories of calls (file, network,

etc.) and of its 2-grams. 342 features in total.
• Network. Summary statistics of the network traffic such

as mean and standard deviation of certain quantities such
as the bytes sent and received per second and duration
of flows. 199 features in total.

• Signatures. Boolean features corresponding to the sig-
natures provided by Cuckoo. In addition, some statistics
regarding the interaction with the file system and registry
such as the number of files written or types of keys
created. 594 features in total.

We have carried out experiments with different combi-
nations of the feature sets to determine which is the most
favorable. In addition, we also introduce different degrees of
imbalance by modifying the proportion of malware in the
dataset. We use proportions of malware of 30%, 20%, 10%
and 5%. The combinations of feature sets used are shown in
Table II.

1Available at https://drive.google.com/drive/folders/
173SO6RmkdmWa-5fM7xOz5ZL20eniPMQ-?usp=sharing.
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Table II
DESCRIPTION OF FEATURE SETS USED IN EXPERIMENTS

Code Feature set
F4 Network + signatures
F5 API + network + signatures
F6 API + network
F7 API + signatures

Fj
i unbalanced set of features Fi with a j%

proportion of malicious samples

Figure 1. Median MCC for each dataset

III. EXPERIMENTS

We have used the Auto-sklearn library [8] in its 0.7.1
version to construct the models. Auto-sklearn requires that
the user sets a time limit for the search of configurations. The
maximum time for model construction is set to 15 minutes.
We use 10-fold cross-validation as evaluation strategy and use
the Matthews correlation coefficient (MCC) as metric, since
it is more informative than accuracy in unbalanced datasets.
It is defined in Eq. 1.

MCC = TP ·TN−FP ·FN√
(TP+FP )(TP+FN)(TN+FP )(TN+FN)

(1)

where TP, TN, FP, and FN denote true positives, true nega-
tives, false positives, and false negatives respectively.

This process is repeated 50 times for each dataset. We apply
Friedman’s test followed by tests for two-paired samples to
determine whether there are significant differences between
the performances of different combinations of feature sets.

IV. RESULTS

The results of the statistical tests show that there are
statistically significant differences between the MCC achieved
for different feature sets, so we proceed to compare their
prediction performance.

The MCC achieved in each dataset is shown in Fig. 1.
Usually, we can consider a model good enough if it achieves
a MCC greater than 0.95, without taking into account specific
application requirements regarding false positives and false
negatives. In our experiments, datasets F4 and F5 exceed that
threshold for all degrees of imbalance and are in general the
best performant. F4 achieves better results than F5 in greater
degrees of imbalance despite both sets sharing network and
signatures features, which signals that the API set may be
redundant with others given its low-level nature.

In order to give a more accurate vision of model perfor-
mance, Fig. 2 shows the true positive rate (sensitivity) and true
negative rate (specificity) achieved for each dataset. A model

Figure 2. Median sensitivity and specificity for each dataset

with high sensitivity will detect most malicious samples and
will not have many false negatives. A high-specificity model
will correctly categorize benign samples and will not generate
many false positives. As can be seen, the obtained models
achieve higher specificity, nearing 1, which could be expected
since benign samples are the majority class. In addition,
sensitivity is also over 0.95 even at the highest degree of
imbalance with F4 and F5.

V. CONCLUSIONS

In the original work we extracted several feature sets from
dynamic analysis and tested their effectiveness in the problem
of detecting malware across several file types in the present
of class imbalance. The results show that the selected features
are effective at detecting malware in our setting. In particular,
the combination of network and signatures set achieves the
highest results, with an MCC higher than 0.95 for all degrees
of imbalance.
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advice regarding the manuscript.

REFERENCES

[1] D. Escudero-Garcı́a and N. deCastro Garcı́a, “Optimal feature configu-
ration for dynamic malware detection,” Computers & Security, 2021.

[2] W. Han, J. Xue, Y. Wang, Z. Liu, and Z. Kong, “Malinsight: A systematic
profiling based malware detection framework,” Journal of Network and
Computer Applications, vol. 125, pp. 236–250, Jan. 2019.

[3] Z. Yuan, Y. Lu, and Y. Xue, “Droiddetector: Android malware char-
acterization and detection using deep learning,” Tsinghua Science and
Technology, vol. 21, no. 1, pp. 114–123, Feb. 2016.

[4] Verizon, “2019 data breach investigations report,” 2020.
[Online]. Available: https://enterprise.verizon.com/resources/reports/
2019-data-breach-investigations-report.pdf

[5] D. Gibert, C. Mateu, and J. Planes, “The rise of machine learning for
detection and classification of malware: Research developments, trends
and challenges,” Journal of Network and Computer Applications, vol.
153, Mar. 2020.

[6] Corvus Forensics, “Virusshare,” 2011, accessed: Dec. 2019. [Online].
Available: https://virusshare.com/

[7] Digital Corpora, “Govdocs1 — (nearly) 1 million freely-redistributable
files,” 2018. [Online]. Available: https://digitalcorpora.org/corpora/files

[8] M. Feurer, A. Klein, K. Eggensperger, J. Springenberg, M. Blum, and
F. Hutter, “Efficient and robust automated machine learning,” in Proc. of
28 Conf. in Adv. in Neural Inf. Process. Syst., 2015, pp. 2962–2970.

Sesión Poster 1 -  Investigación ya publicada I

278


	Tabla de contenidos
	Bienvenida del comité organizador
	Comité ejecutivo
	Comité organizador
	Comité de Programa Científico
	Comité de Programa de Formación e Innovación Educativa
	Comunicaciones
	Sesión I: Seguridad web e Internet
	Extracción de variables para caracterización multi-clase de la severidad de IPs
	Ataques a servidores web: estudio experimental de la capacidad de detección de algunos SIDS gratuitos
	Hunting@home: Plug and Play setup for intrusion detection in home networks
	Designing a platform for discovering TOR onion services
	Generación sintética de topologías de red con Deep Learning: la botnet Neris como caso de estudio.
	Análisis estadístico del tráfico DoH para la detección del uso malicioso de túneles
	FCTNLP: An architecture to fight cyberterrorism with natural language processing

	Sesión II: Formación e Innovación Educativa
	DIANA: Un asesor virtual inteligente para la transformacion digital segura
	Capacidades avanzadas de simulacion y evaluacion en Cyber Ranges con elementos de gamificacion
	Ejercicio de cyber-range avanzado en una subestación eléctrica
	Herramienta de generación de tráfico realista basado en comportamiento de usuario para entornos Cyber Range

	Sesión III: Vulnerabilidades y ciber amenazas
	Estrategias de inmunización selectiva para la mitigación del movimiento lateral
	Revisión sistemática de técnicas de aprendizaje automático para la detección de Amenazas Persistentes Avanzadas (APT) utilizando flujos de red en formato NetFlow
	Sistema de conciencia cibersituacional y gestión dinámica de riesgos basado en ontologías
	Model-Based Analysis of Race Condition Vulnerabilities in Source Code
	(Work in Progress) FATR: a Framework for Automated Analysis of Threat Reports
	QuantumSolver: Librería para el desarrollo cuántico

	Sesión IV: Vulnerabilidades y ciber amenazas
	A Review of Kubernetes Security Vulnerabilities, Attacks and Practices
	Plataforma Europea para adquisición de Consciencia de Situación del Ciberespacio
	Privacidad contextual en entornos Edge
	ChaosXploit: A Security Chaos Engineering framework based on Attack Trees
	Simulador de APTs realistas basado en el marco de MITRE ATT&CK
	Estudio de modelado de periféricos para habilita remulaciones de firmware embebido

	Sesión V: Seguridad IoT, IIoT, ICS
	Hacia la creación de reglas CEP no supervisadas para la detección en tiempo real de ataques en entornos IoT
	MECInOT: Emulador de escenarios de Industrial Internet of Things y Multi-Access Edge Computing para su análisis de seguridad
	An Industrial Control System physical-digital framework applied to connected Wastewater Treatment Process for identifying cyber threats
	Metodología y herramientas para análisis y evaluación de seguridad frente a ataques de radiofrecuencia en vehículos
	Implicaciones de seguridad en MAS Desplegados en Infraestructuras de Carga basadas en OCPP
	Aleatorización de direcciones IP para mitigar ataques de reconocimiento de forma proactiva en sistemas de control industrial
	An ML and Behavior Fingerprinting-based Framework for Cyberattack Detection in IoT Crowdsensing Platforms

	Sesión VI: Mecanismos de protección del usuario
	Automatizando RGPD 2016/679 mediante Procesos de Negocio: El caso del Artículo 32
	SignAir - In-air signature biometric system making use of machine learning techniques
	EEG Data for User Authentication with Multi–Class and One–Class Classifiers
	Análisis de Problemas de Seguridad y Privacidad en Wearables Usados por Menores
	OpenUEBA – A systematic approach to learn behavioural patterns
	Evaluando la Seguridad y Privacidad de los Asistentes Personales Inteligentes: ¡Ojo con elJuguete!
	Conditional Generative Adversarial Network for keystroke presentation attack

	Sesión VII: Criptografía y herramientas matemáticas
	Análisis estadístico seguro para ensayos clínicos
	A Security and Trust Framework for Decentralized 5G Marketplaces
	Privacidad y seguridad en Federated Learning: Combinando ambas mediante SCALE-MAMBA
	Estudio comparativo de rendimiento de frameworks de criptografía homomórfica
	Experiments on modeling and verification of post-quantum protocols using Maude
	About the FrodoKEM lattice-based algorithm


	Posters
	Sesión Poster 1: Investigación ya publicada I
	Evaluation of Supervised Learning Models Using TCP Traffic for the Detection of Botnets
	Extracting Composition and Social Engineering Features to Measure Spam Address Credibility
	A review of Towards a data collection methodology for Responsible Artificial Intelligence in health: A prospective and qualitative study in pregnancy
	Intelligent detection and recovery from cyberattacks for small and medium-sized enterprises
	Dataset creation and feature extraction for the detection of fraudulent websites
	Auto-encoder framework for extractive text summarization 
	Review of Breaking Trivium Stream Cipher Implemented in ASIC Using Experimental Attacks and DFA
	A Review of Noise-based Cyberattacks Generating Fake P300 Waves in Brain-Computer Interfaces
	A Review of “Evaluation of the Executional Power in Windows using Return Oriented Programming" 
	A review of: Optimal Feature Configuration for Dynamic Malware Detection
	Classifying suspicious Pastebin content using Machine Learning
	A Review of Neuronal Jamming Cyberattack over Invasive BCIs Affecting the Resolution of Tasks Requiring Visual Capabilities

	Sesión Poster 2: Investigación ya publicada II
	Extended abstract: Hardware-Software Contracts  for Secure Speculation
	A Review of Federated Learning for MalwarevDetection in IoT Devices
	An Optimizing Protocol Transformation for Constructor Finite Variant Theories in Maude-NPA
	Review of Gate-Level Hardware Countermeasure Comparison Against Power Analysis Attacks
	Semantic Attention Keypoint Filtering for Darknet Content Classification
	Image hashing based on frequency dominant neighborhood structure
	Hardware dedicado para la optimización temporal del algoritmo NTRU
	Diseño y evaluación de las prestaciones de funciones físicas no clonables basadas en osciladores en anillo sobre FPGAs
	Optimal botnet detection on network data
	A summary of: “Defending Industry 4.0: An enhanced authentication scheme for IoT devices”
	Zephyrus: An information hiding mechanism leveraging Ethereum data fields

	Sesión Poster 3
	Un nuevo enfoque DevSecOps al modelo Viewnext-UEx
	Explorando el tráfico IBR mediante una darknet basada en conexiones domésticas
	Aplicación de técnicas de reducción de dimensionalidad y balanceo en ciberseguridad
	Provision of Security-as-a-Service (SecaaS) in Lightweight Scenarios
	Benchmarking Ethereum security tools against major smart contract pitfalls and errors
	Experimentación de un ataque sobre un sistema de comunicaciones cuánticas seguras
	SecmartWiF i: Monitorización dinámica del entorno inalámbrico para mejorar la seguridad
	FENIoT: Un nodo edge computing para las investigaciones forenses en el Internet de las Cosas
	Diseño de un ecosistema DTN basado en NFV para el análisis de ciberseguridad en redes 5G
	Advisory: Análisis de vulnerabilidades en proyectos de desarrollo software
	Secure Platform for ICT Systems Rooted at the Silicon Manufacturing Process (SPIRS)


	Premios RENIC
	Premio a Mejor Tesis Doctoral en Ciberseguridad
	Premio a Mejor Trabajo Fin de Máster sobre Ciberseguridad

	Patrocinadores



