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Abstract: The quality of service (QoS) parameters in 10T applications plays a prominent role
in determining the performance of an application. Considering the significance and popularity
of 10T systems, it can be predicted that the number of users and loT devices are going to
increase exponentially shortly. Therefore, it is extremely important to improve the QoS
provided by loT applications to increase their adaptability. Majority of the 10T systems are
characterized by their heterogeneous and diverse nature. It is challenging for these systems to
provide high-quality access to all the connecting devices with uninterrupted connectivity.
Considering their heterogeneity, it is equally difficult to achieve better QoS parameters.
Artificial intelligence-based machine learning (ML) tools are considered a potential tool for
improving the QoS parameters in 10T applications. This research proposes a novel approach
for enhancing QoS parameters in 10T using ML and Blockchain techniques. The 10T network
with Blockchain technology is simulated using an NS2 simulator. Different QoS parameters
such as delay, throughput, packet delivery ratio, and packet drop are analyzed. The obtained
QoS values are classified using different ML models such as Naive Bayes (NB), Decision
Tree (DT), and Ensemble, learning techniques. Results show that the Ensemble classifier
achieves the highest classification accuracy of 83.74% compared to NB and DT classifiers.

Keywords: Quality of Service (QoS), Internet of Things (lIoT), Blockchain, Machine

Learning, Classification accuracy, Naive Bayes, Decision Tree, Ensemble Learning

1. Introduction

The Internet of Things (IoT) is considered one of the advanced visions of digital network
systems that have transformed the phenomenon of data transmission in recent times (Rajab &
Cinkelr, 2018) [1]. IoT is an integration of several devices into a single network that enables
communication between various heterogeneous devices. The implementation of loT-based
applications has gained huge significance in recent times because of its capacity to transform
human lives and make them simple and easier (Shah & Yagoob, 2016) [2] (Agarwal, &
Alam, 2020) [3]. Past decades have seen a sharp rise in the research related to loT-based
applications. However, the majority of the existing works have focused on different aspects
of 10T and very minimal attention is given to the improvement of Quality of Service (QoS) in
IoT applications (Nauman et al., 2020) [4]. It must be ensured that every layer in the 10T
architecture is updated to achieve QoS and thereby guarantees a continuous and sustainable
service for critical applications (Alhasan et al., 2019) [5]. Several critical issues might arise

due to poor Qo0S. This issue can be preposterous in applications such as smart healthcare
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systems and autonomous vehicles wherein the delay in the response of physical sensors can
lead to lethality. To overcome such scenarios, the QoS must be maintained in all network
layers and each layer should provide active feedback for effective communication (Duan et
al., 2011) [6] (Singh, M., & Baranwal, 2018) [7]. Maintaining QoS is extremely important in

applications that demand high-quality data transmission with a minimum amount of delay.

Apart from delay, several other QoS factors such as packet delivery ratio, maximum
throughput, security, and reliability also influence the efficiency of loT systems. These
factors are determined according to the user requirements and are evaluated based on the
service requested by a specific application node (Khan et al.,, 2012) [8]. As discussed
previously, a high-level 10T architecture incorporated with several network layers is expected
to provide high-quality services with better assistance and maintenance. In addition, 10T
systems are also expected to perform complex computation tasks in application-specific
domains. In such cases, it is challenging to maintain the QoS considering the involvement of
different quality factors (Alhasan et al., 2019) [5] (Liang et al., 2013) [9]. Various approaches
and methodologies have been proposed for improving QoS in a high-level 10T architecture
which includes the design of an efficient architecture with high-quality service components,
suitable protocols, and robust access networks. These factors play an important role in
developing a service-oriented 10T architecture (Sosa-Reyna et al., 2018) [10] (Varga et al.,
2018) [11].

Despite the availability of several 10T architectures for improving QoS, there is still a lack of
an effective technique that signifies the importance of QoS in different 10T applications such
as smart cities, smart healthcare systems, financial services, etc (Huang et al., 2017) [12]
(Patan et al., 2020) [13] (Dineshreddy & Gangadharan, 2016) [14]. For effective management
of QoS in IoT applications, it is essential to cover all aspects of QoS metrics namely
reliability, scalability, security, optimal resource allocation, etc. QoS helps in managing the
responsibilities of the system effectively and to provide 10T services. In this context, this
paper presents a novel approach to improving QoS in IoT. Various performance metrics are
considered for improving the QoS which are discussed in the next sections. This paper
emphasizes the application of ML and Blockchain for maximizing the performance of QoS
parameters. Since 10T deals with real-time data, Blockchain combined with 10T helps in
authorizing and validating the data transactions (Lau et al., 2018) [15]. Blockchain-powered

IoT systems are characterized by high security and resilience to potential security threats



Journal Pre-proof

(Khalid et al., 2020) [16]. On the other hand, ML models help in classifying the QoS

parameters for better performance.

The main contributions of this paper are summarized as follows:

® This paper presents a novel system architecture that combines Blockchain and ML
algorithms for the enhancement of QoS parameters.

® The QoS parameters are analyzed through proper data communication flows, a
guarantee of the service and performance of the network, and improved security
through Blockchain authentication against unknown 1oT nodes.

® This paper focuses on improving QoS parameters such as delay, packet loss, and
throughput. The improved QoS parameters are deployed as input to the ML classifiers
for classification. Furthermore, the QoS is enhanced using Blockchain technology.

® The classification of QoS parameters is validated using different ML classifiers such
as Naive Bayes, Decision Tree, and Ensemble learning techniques.

The rest of the paper is further structured as follows: Section Il discusses the existing literary
works related to QoS improvement in loT. Section Il presents the deployment of the IoT
smart network in the NS2 simulator. Section 1V discusses the classification process using ML
classifiers. Section V presents the results of the simulation analysis and Section VI concludes

the paper with prominent research observations and future research directions.

2. Related Works

Several research works have been presented in the past decades related to QoS improvement
in different 10T applications (Zafar et al., 2019) [17] (Jaiswal & Anand, 2021) [18]
(Shankhpal & Savadatti Hanumantha, 2022) [19]. The heterogeneous nature of 10T devices
makes it difficult for the applications to deliver a reliable QoS. This problem motivates the
researchers to explore different techniques to improve the QoS by transforming conventional
layered solutions. This paper intends to comprehensively analyze the solutions available for
improving QoS. In this context, this paper surveys various existing related works and
summarizes the contributions of the research works. (Simiscuka & Muntean, 2018) [20]
proposed a relay and mobility-based approach for improving QoS in IoT communication
systems. The proposed loT architecture consists of different 10T devices which provide
diversified services such as data monitoring, analyzing the sensor data, and interconnection of

various smart devices. A cloud-based platform is deployed for obtaining optimal resource
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management with an appropriate decision-making process to enhance network quality. A
novel algorithm is proposed for improving the quality of 10T services by managing service-
relevant metrics and QoS parameters. The devices and objects were attached to the relays for

evaluation and the performance of underperforming clusters was improved.

Most of the existing research works have emphasized on other aspects in loT with few
research works intend to improve the security of 10T data along with QoS enhancement. The
deployment of 10T can be considered as successful if the amount of data that is either being
transferred or received over the networks meets the desired QoS requirements (Sheikh et al.,
2019) [21]. Since loT deals with several devices and shares data over multiple
communication networks, it is highly susceptible to security threats and attacks. Hence it
becomes essential to secure the 10T devices and protect the confidentiality of data that is
transmitted across different networks. Different algorithms have been analyzed in the work
proposed by (Sheikh et al.,, 2019) [21] for protecting the data from being exploited.
Algorithms such as energy efficient secure route adjustment (ESRA) (Jain et al., 2019) [22],
double level unequal clustering algorithm (DLUC) (Farahani et al., 2019) [23], Stochastic
and diffusive routing algorithm (SDR) (Manjula & Datta, 2018) [24], sector-based random
routing scheme (SRR) (He et al., 2019) [25], and source location privacy based ring loop
routing (SLPRR) (Wang et al., 2019) [26] are proven to be efficient in providing the security
to loT data along with the improvement in the QoS metrics. The study suggests the
application of ML algorithms for securing and improving QoS in IoT applications. (Sood et
al., 2019) [27] aimed to alleviate the heterogeneity in software-defined network (SDN) based
0T systems. A novel approach is proposed in this study which exploits the heterogeneous
controllers for improving the response time of SDN-10T systems. A mathematical approach
along with a proof of concept (POC) is proposed and the performance of the approach is
evaluated. It was observed that the PoC approach reduces the heterogeneity which in turn
improves the QoS and security of the 10T data. In addition to the QoS, the network security
of the system in terms of handling the dynamic nature of the SDN- IoT system was also
evaluated. Results validate the efficacy of the proposed approach. The application of ML for
improving QoS in IoT is discussed by (Alsamhi et al., 2021) [28]. ML plays a significant role
in improving communication and QoS in loT-based smart applications. An empirical analysis
of the application of ML algorithms for maximizing the performance of 0T applications was
presented in the paper. It can be inferred from the study that ML algorithms are capable of

transforming the operational process in different 10T applications such as smart cities,
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healthcare services, and other smart applications. ML algorithms are advantageous in terms
of their superior prediction performance and ability to extract and classify data patterns while
handling large-scale datasets. An artificial intelligence (Al) based approach is proposed by
(Sheikh et al., 2022) [29] for improving the QoS in loT networks. The study focuses on
monitoring the changes in the QoS parameters in 10T systems with varying numbers of
nodes. Different parameters such as energy consumption, jitter, packet delivery ratio, and
throughput are evaluated for different nodes. The performance of QoS parameters with and
without Al was compared. Results show that the values of most of the QoS parameters were
improved significantly with Al compared to conventional non-Al methods. A comprehensive
analysis of different deep learning models for enhancing QoS in IoT applications is presented
in (Kimbugwe et al., 2021) [30]. It can be observed that the QoS in 10T systems are affected
with the quality and efficiency of the 10T resources. In addition, the security and privacy of
10T networks also play an important role in deciding the QoS parameters (Asharf et al., 2020)
[31] (Hussain et al., 2020) [32] (Al-amri et al., 2021) [33]. it can be inferred from the existing
works that the ML algorithms have a potential to transform IoT processes. However, there is
a need to analyze their performance in terms of authenticating the information and improving
the communication. This aspect motivated this research to investigate the performance of
different ML models for enhancing the QoS parameters in 10T.

3. Proposed Research Methodology

3.1 Proposed loT-based Smart Network

This research proposes the deployment of an 1oT-based smart system using Blockchain. The
proposed smart system is composed of different 10T components, sensors, and connecting
devices. A huge volume of data is collected from sensors and 10T devices. This increases the
heterogeneity. _and complexity of the 10T networks. As discussed previously, the
heterogeneous nature of 10T makes it difficult to maintain the QoS in all layers of the 10T
architecture. In addition, the sharing of data across different networks raises security
concerns. A Blockchain-based authentication scheme is proposed for securing the 10T data
against unknown IoT nodes and to establish trust in the network which is infinitely more
secure than the comuter systems that we have today.

In real time work, the hardware implementation must be designed with sensor devices and
the 1oT MQTT communication protocol has to be added in to the hardware module .
Different operations of 10T such as data collection, monitoring network activity, data

transmission, and storage requires high QoS. These operations are performed by delegated
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agents in the 10T network to satisfy desired QoS requirements. The agents are responsible for
collecting the real-time and maintaining the previously stored data in the system. A set of
agents in the network together form an overlay zone or subnetworks and these subnetworks
form the 10T network. The parameters used for determining the QoS are defined by their
scalability and the agents in the 10T system also act as Blockchain nodes. Blockchain
authenticates the nodes in each subnetwork and thereby ensures the security of data stored
and transmitted by these nodes. A Blockchain-based secure hash code authentication scheme
is deployed along with different sensors for creating a smart path in the 10T network. This
scheme solves the problems of network congestion, delay time, throughput, packet delivery

ratio, and packet loss ratio in the proposed loT-based smart network.

In this work, a ML dataset is used for evaluating the QoS parameters which is
simulated in a NS2 environment. In general, ML algorithms, support certain files and hence
the data is converted into comma separated vector format (csv). The dataset contains 6
attributes and 413 records extracted from ns2 trace file analysis. This dataset attribute is
containing simulation time,Port number, interface_type,routing_type,Packet_size, bcc_status
and for classification dataset class label contains two things (a) Qos(Packet transferred
successfully) and (b) 0-Qos(packet transfer failed). Finally, the IOT dataset was deployed and
the ML algorithm was implemented in python using different machine learning algorithm

with validation results.

3.2 Analysis of QoS Parameters
Different QoS parameters evaluated in this research are discussed as follows:
® Delay: Delay is defined as the time required to transfer a data packet or group of data
packets from the source to the sink. Delay in 10T networks can either be a delay in the
transmission or a delay in the processing of 10T data. During data transmission, there
can be several barriers that affect the communication process and can cause delays in
the data transfer process. Extreme delay can also result in the loss of important data
while communicating across different networks. With the increase in the adoption of
0T systems, a huge volume of data is collected by the sensors and 10T devices which
in turn increases the network traffic. The increasing network traffic causes delays in

the network.
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® Packet Loss Ratio (PLR): In general, data transmission is carried out by sending and
receiving data packets from one end to another. While transferring data packets over
the internet or any other wireless network, there are chances that certain small data
packets fail to reach the destination. In this process, some valuable information might
be lost and this loss is defined as packet loss. The packet loss ratio is defined as the
ratio between the number of data packets lost to the total number of transferred
packets. Packet loss can be caused due to high network congestion, problems due to
network hardware, software bugs, and security threats. Packet loss hurts the
performance of 10T systems since it disrupts the network operation and reduces the
service quality. Therefore, it is extremely important to minimize packet loss to
maintain a better QoS value.

® Throughput: During data transmission in 10T networks, a large volume of data is
transmitted across the networks. It is important to ensure that the network possesses a
high throughput value. Throughput is defined as the amount of data (or a number of
data packets) delivered successfully from the source to the destination in a given
period. Throughput is measured in bits per second (bps), as in megabits per second
(Mbps) or gigabits per second (Gbps). A throughput value is set to control the
workload on the 10T systems, and it must be ensured that the system should meet the
throughput target irrespective of high workloads. Hence, throughput is considered an
important QoS parameter in 10T networks.

® Jitter: Jitter is caused when the data packets transferred using a particular link reach
the destination at different times. In other words, jitter is defined as the variation in
the time delay during the process of data transmission. It is mainly caused due to
network congestion, poor prioritization of data packets, and disruption in the
performance of network hardware components.

® Packet Delivery Ratio (PDR): The PDR is obtained by determining the ratio of the
total number of data packets received by the sink nodes to the total number of data
packets transferred by the source node. In simple terms, PDR is the ratio of the
number of data packets arriving at the destination to the number of data packets
transmitted from the source. The value of PDR should be maintained such that a
maximum number of data packets should reach the destination without losing any
important information.

® Packet Drop: Packet drop occurs when the router in the network system intentionally

drops the data packets. It is mainly caused due to faulty network wires, issues in the
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software, network attacks, congestion in the network bandwidth, and insufficient
hardware.

The flowchart of the QoS analysis process is illustrated in figure 3.1.

I0T Smart network Deployment

Create 10T Sensor Nodes .—9 Channel Establishment ™y

Secure Authentication in reliable
{ route using AODV1-s RCA )
* (routing with Blockchain)

Qos Metrics using awk sctipt i

Figure 3.1 Flowchart of the QoS analysis process

The QoS parameters discussed in the above points are simulated in the NS2 simulator along
with Blockchain based secure hash authentication scheme for securing loT data. The
enhanced QoS parameters are given as input to the machine learning algorithms for

classification.

4. Machine Learning for Classification of QoS
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The deployment of ML in smart 10T applications is increasing significantly in recent times.
This is mainly due to the ability of ML algorithms to transform conventional tasks into
automated tasks which are adaptable to dynamic environments that change continuously.
Besides, ML assists 10T devices to perform complex tasks without any manual intervention.
ML also can provide solutions to different 10T problems such as computational complexity,
processing difficulty, and performance efficiency. ML helps machines and 10T devices to
learn from previous instances and perform tasks accordingly (Ali et al., 2020) [34] (Haidian
et al.,, 2021) [35]. As a result, the combined application of 1oT and ML is implemented
successfully in several integrated applications. The ML-I0T combination enhances different
aspects of data transmissions including machine-to-machine communication without human
interventions. In a complex and application-specific environment, connectivity is important
and communication technology must meet QoS specifications. Achieving reliable
communication between different 10T devices is a complex issue and enhancing the QoS in
10T systems is important for the successful deployment of 10T networks (Nurelmadina et al.,
2021) [36].

This research emphasizes ML classifiers such as Naive Bayes, Decision Tree, and Ensemble
Learning classifiers.

4.1 Naive Bayes Classifier

Naive Bayes (NB) classifiers belong to the family of fundamental probabilistic classifiers
which employ a Bayes’ theorem with robust naive assumptions between the features. The
Naive Bayes classifiers are one of the simplest network models whose assumptions are
independent. This property of the classifier allows easy training of the model without using
any previous data. These classifiers are incorporated with kernel density estimation which
improves the classification accuracy. The Naive Bayes classifiers possess high scalability and
require fewer parameters for learning a problem. This will reduce the complexity of the
network and minimize the computational burden on the network layers. Maximum likelihood
training can be performed using the Naive Bayes classifiers by employing closed-form
expression which requires a linear time, unlike conventional classifiers which use a

computationally expensive iterative approximation technique.

For a given sample data to be classified, the data is represented in the form of a vector x =

(X1, X2, .... xn) which represents the ‘n’ number of features or independent variables.
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For all these variables, the classifier assigns a probability function ‘p’ for each possible

output which is given as:
P (Ck | X1, X200y Xn) ... (1)

Where k is the number of possible outputs for classes Cx.

The issue with the problem formulation technique is that if the number of features is more or
if the value of ‘n” in a feature set is large, then it is difficult for the model to use it for

classification purposes.

The pseudocode for the Naive Bayes Classifier is given as follows:
Pseudocode for Naive Bayes Algorithm

Step 1: Declare the input parameter and output parameter
Input dataset [] = {“simulation time, Port number, interface type, routing type,
Packet size, bce status™}
Output [] = {“status of bec transfer:0 and 17}
Step 2: Split the dataset as training and testing
X Train, X Test, Y Train, Y Test = train test split (x, y, test size = 0.3, random state
= 0)
Step 3: Import naive Bayes library
def Naive Bayes ()
classifier = GaussianNB()
Step 4: Analysis of classification report
Classification report (Y Test, Y Pred))
Step 5: Calculate the confusion matrix and accuracy
cm = confusion matrix (Y Test, prediction)
accuracy = 100.0 * accuracy score (Y Test, prediction)
End Naive Bayes ()

4.2 Decision Tree (DT) Classifier

The decision tree algorithm is one of the advanced supervised machine learning algorithms
used for performing both classification and regression. Decision trees are aimed to construct a
mode that can predict the value of a target variable by learning decision-based rules. These
rules are derived from the extracted features. For a given sample, initially, an individual
decision tree will perform a random selection process through the bootstrap resampling
mechanism and the obtained samples will be employed for constructing a decision tree. A
tree can be considered as a constant approximation for each sample data. The data obtained

from the dataset is arranged and the possible outcome of the data is structured in the form of a



Journal Pre-proof

decision tree. A decision tree is a hierarchical structure composed of multiple nodes and

directed edges. A decision tree consists of three types of nodes.

Root Node: This node has no incoming edges and has zero or more outgoing edges.
Internal Nodes: Internal nodes have exactly one incoming node and have two or
more outgoing edges.

® Leaf or terminal nodes: In leaf or terminal nodes, each node has only one incoming

edge and zero outgoing edges.

In a decision tree, each leaf node is provided with a class label and the non-terminal nodes,
which consist of internal and root nodes, are incorporated with certain feature test constraints
to distinguish different features with different characteristics. The decision tree mechanism is
adopted to estimate the target functions of the discrete systems and the learned function is
determined using decision tree algorithms. The mechanism involved in the decision tree
algorithm is highly inductive and is used widely in image classification applications. A
decision tree is a data mining technique and is most significant in 10T systems for classifying
different QoS parameters with high classification accuracy.

The pseudocode for the Decision Tree Classifier is given as follows:
Pseudocode for Decision Tree Algorithm

Step 1: Declare the input parameter and output parameter
Input dataset [] = {“simulation time, Port number}
Output [] = {“status of bee transfer:0 and 17}

Interface type, routing type, Packet size, bec status™}

Step 2: Split the dataset as training and testing
X _Train, X_Test, Y_Train, Y_Test =train_test_split(x, y, test_size = 0.3,
random_ state = 0)

Step 3: Import the decision tree library
def Decision_Tree()
clf = tree.DecisionTreeClassifier()

Step 4: Analysis of classification report
classification_report(Y_Test, Y_Pred))

Step 5: Calculate the confusion matrix and accuracy
cm = confusion_matrix(Y_Test, prediction)
accuracy = 100.0 * accuracy_score(Y_Test, prediction)
End Decision Tree ()

4.3 Ensemble Learning Classifier
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Ensemble learning is the combination of two or more ML classifiers. Ensemble learning
helps ML models to achieve better performance by combining several individual ML models.
Compared to single ML modes, ensemble models achieve better predictive and classification
performance. In 10T, ensemble learning overcomes different problems such as statistical

problems, computational problems, and representational problems.

The pseudocode for the Ensemble learning classifier is given as follows:
Pseudocode for Ensemble Learning Algorithm

Step 1: Declare the input parameter and output parameter
Input dataset [] = {“simulation time, Port number,
Interface type, routing_type, Packet size, bcc status”}
Output [] = {“status of bcc transfer:0 and 17}
Step 2: Split the dataset as training and testing
X _Train, X_Test, Y_Train, Y_Test = train_test_split(x, y, test_size = 0.3,
random_state = 0)
Step 3: Import preprocessing library
def preprocessing ():

begin

for {set i=0 i<=data_limit; incr i}
begin

Resize the data using StandardScaler()
end for

end Preprocessing ();
Step 4: Import ensemble library
def ensemble ()
RandomForestClassifier(n_estimators = 1000, criterion = 'entropy’, random_state = 0)
Step 5: Analysis of classification report
classification report (Y_Test, Y_Pred))
Step 6: Calculate the confusion matrix and accuracy
cm = confusion matrix (Y_Test, prediction)
accuracy = 100.0 * accuracy score (Y_Test, prediction)
End ensemble ()

5. Results and Discussion

This section discusses the results of the simulation analysis. The proposed loT-based smart
network is simulated in the NS2 simulator. The input data for 10T is collected from the NS2
trace file which was already simulated in NS2. The network configuration and simulation

parameters used for the experimental analysis are tabulated in table 1.
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Table 1. Network Configuration and Simulation Parameters

S.No Parameter Value Explanation
Network
1 1821 * 500 Defines the physical space for node deployment.
Area (m?) Phy g ploy
Number of
Determines the network's complexity and data
2 Sensor >0 eneration i ’
Nodes g :
Packet Size .
3 1024 Affects network efficiency and latency.
(bytes)

Propagation Two-Ray

4 Simulates signal propagation.
Model Ground gnal propag
Number of . . ..
5 16 Provides bandwidth for communication.
Channels
MAC . . o
6 IEEE 802.11 Defines wireless communication protocol.
Standard
Uni- . : . :
7 Antenna .. Directs signal transmission and reception.
directional
MAC . :
8 Scheduler Manages access to the shared wireless medium.
Scheduler
Mobility ~ Random .
9 . Simulates node movement patterns.
Model Waypoint
Internet .
10 UDP Connectionless datagram protocol.

Protocol
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11 10T Protocol MQTT Lightweight messaging protocol.
. CBR
Traffic . .
12 (Constant Bit Generates steady data traffic.
Agent Rate)

The results of the simulation analysis in terms of different QoS parameters are illustrated in
the figures below. The simulated environment consists of the loT-based smart system and
Blockchain-based secure hash authentication technique. The network scenario is constructed
with 50 sensor nodes and 16 channels in the 10T-based smart networks and the data stored in
the nodes are secured against various attacks using a secure hash authentication scheme. In
this case, each user must be authenticated and verified using a secure hash authentication
scheme. The data can only be accessed by the user after validating the user’s requests.
Inhaddit(ijon, all blocks are verified using hash code. Simulation shows that the QoS is
enhanced.

The simulation analysis of QoS parameters is presented in the figures below:

® Delay Vs Buffer Size
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Delay Vs Buffer size(kb)
0.06 ' | ' \
W-RCA —+—
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Figure 5.1 Simulation of Delay Vs Buffer Size

® Number of nodes Vs Packet Loss Ratio

Number of Nodes Vs Packet Loss Ratio(%)

0-5 B 1 1 1 1
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04 |

S

2 03 \ g
o

e

= .

s 02| i‘\ .
4 ~

Q

& N\

0 10 20 30 40 50
Number of Nodes

Figure 5.2 Simulation of Number of nodes Vs Packet Loss Ratio
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® Throughput

Number of Nodes Vs Throughput(kbps)

I ' I W-RCA TT"_:L
30 | r#j__,---S-RCA"—)b B
E——————— T AODV-sRCA —+—
25 L x—'/// -
g 20 =
= J
=
=
2 15 =
o
= y
= /
10 v/ -
5 L 5
0 L - - - - )
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Number of Nodes

Figure 5.3 Simulation of Throughput analysis

® Number of Nodes Vs Jitter

Number of Nodes Vs Jitter(ms)
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Figure 5.4 Simulation of Number of Nodes Vs Jitter
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® Number of nodes Vs Packet Delivery ratio
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Figure 5.5 Simulation of Number of Nodes Vs Packet Delivery ratio

® Number of Nodes Vs Packet Drop
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Number of Nodes Vs Number of Packet drops
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Figure 5.6 Simulation of Number of Nodes Vs Packet Drop

The simulation of delay analysis concerning buffer size is analyzed and validated using
different approaches such as WRCA, sRCA, and AODV-sRCA using blockchain technology.
It can be observed from the simulation that the AODV_sRCA approach achieves better
performance in terms of enhancing different QoS parameters compared to the other two
methods.

After the execution of the NS2 simulation, two textual output files were obtained namely the
Nam file and the Trace file(.tr). ML supports only structured data formats; hence, the data
was converted into the corresponding structured data format in the. CSV format.

The dataset contains 6 attributes and 413 records extracted from NS2 trace file analysis. This
dataset attribute is containing simulation time, Port number, interface type, routing type,
Packet size, and bcc status (behavior change communication). The QoS is classified into two
class labels i.e., 1 and O where 1 states that the packets are transferred successfully and 0O

states that the packet transfer failed, as shown below.

Classification result; 1. QoS(Packet transferred successfully)
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0: QoS (packet transfer failed)

The obtained 0T dataset was deployed and implemented in python using different ML
algorithms with validation results. Classification is performed using an ensemble, decision
tree, and naive Bayes algorithm. The performance of the classifiers is evaluated in terms of
different performance metrics namely accuracy, precision, and recall. These metrics are
measured using four different classification elements namely: True positives (TP), True
negatives (TN), False positives (FP), and False negatives (FN). These terms are used for
constructing a confusion matrix. The confusion matrix is mainly used for solving problems

related to classification accuracy where the output can be two or more classes.

The mathematical expressions for calculating the performance metrics are discussed in below
equations:

TP+TN

Accuracy = TPITNTFPIFN " 2)

TP

Recall = (3

Precision =

TP
i (4)

The results of the ML classifiers are illustrated below:

® Ensemble Learning Classifier

The confusion matrix of the ensemble learning classifier and the results are presented as
follows:

140

100

True Label

&8 &8 8 8

T

0 1
FN ™

Predicted label
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Figure 5.7 Confusion matrix for ensemble learning classifier
Here, the values of TN, FP, FN, and TP are 9, 23, 22, and 149 respectively. Based on this, the
values of accuracy, recall, and precision is calculated using equation 2, 3, and 4. The values
of the same are tabulated in table 2. Similar to the ensemble learning classifier, the confusion

matrix of the decision tree and naive Bayes algorithm is illustrated in figures 5.8 and 5.9

TN FP
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- 20
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Figure 5.8 Confusion matrix for decision tree classifier
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Figure 5.9 Confusion matrix for Naive Bayes classifier

Table 2. Performance metrics of the ML classifiers

Ensemble Learning Decision Tree Naive Bayes
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Accuracy 83.74% 77.83% 82.75%
Precision 86% 87% 84.34%
Recall 97% 87.13% 98%
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Figure 5.10 Comparison of ML classifiers

It can be inferred from the simulation results that the ensemble learning algorithm achieves

better classification accuracy compared to the other two algorithms.

5. Conclusion

In this work, a ML dataset is used for evaluating the QoS parameters which are simulated in a
NS2 environment. In general, ML algorithms, support certain files and hence the data is
converted into comma separated vector format (csv). The dataset contains 6 attributes and

413 records extracted from ns2 trace file analysis.

The QoS parameters was analyzed by the proposed IoT and Blockchain technology simulated
using an NS2 simulator. The parameters are analyzed in terms of swift data communication,
better service, robust network performance, and security of 10T data. We used the classifier to
access the success or failures of the packet as this could be another way of analyzing the
quality of services. A service is successful if a packet is delivered (correct 1) and vise versa.
This is the result of the quality of service. A Blockchain-based authentication approach was
implemented for securing the data against unknown IoT nodes present in the network thereby

providing trust. Different parameters such as delay, packet loss, and throughput are improved



Journal Pre-proof

in this research. The enhanced parameters are classified using different machine learning
classifiers. A classifier therefore is used here as a parameter that can be used to access Qos.
The performance of ML classifiers such as NB, DT, and Ensemble classifiers were evaluated
in python concerning different performance metrics namely precision, recall, and accuracy.
The design of the novel AODV — sRCA algorithm enhances the performance of the classifier.
It was observed from the results that the accuracy of the ensemble classifier, NB classifier,
and decision tree was found to be 83.74%, 82.75%, and 77.83% respectively. Results validate
that the ensemble classifier achieves better classification performance compared to other
algorithms and the values of QoS parameters were enhanced. For future research, the study
can be extended to the energy consumption analysis of QoS parameters and verify the

classification performance using neural networks.
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